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Foreword

The financial sector stands at the intersection of unprecedented technological advancement and an
evolving threat landscape. Generative Al (GenAl) is already reshaping the industry, offering immense
opportunities for innovation while simultaneously opening new vectors of risk that financial institutions
must urgently address.

This report, produced by Protostar Strategy in collaboration with Overwatch Data, unpacks the growing
challenges posed by GenAl to the financial sector, particularly in the areas of fraud, market manipulation,
and cyber threats. As adversaries—ranging from sophisticated state-sponsored actors to opportunistic
cybercriminals—weaponise Al to scale their operations, financial institutions must evolve at pace,
strengthening their defences and rethinking traditional risk management approaches.

Drawing on deep intelligence, real-world case studies, and insights from Overwatch Data’s Al-powered
threat monitoring platform, this report provides a structured analysis of the threats at hand and, crucially,
offers pragmatic recommendations for mitigating them.

As with any transformative technology, the challenge is not simply to defend against its risks but to
harness its power in a way that safeguards financial integrity while enabling continued growth and
resilience. The coming years will test the sector's ability to navigate this complex landscape. Those who
anticipate and prepare for the implications of GenAl will be best positioned to thrive.

7/%(7%% Dy Brsn

Toby Feakin Arjun Bisen
Founder CEO
Protostar Strategy Overwatch Data




Executive Summary

Generative Al (GenAl) is rapidly transforming the financial sector, presenting both
unprecedented opportunities and significant risks. This report, drawing on
extensive research and data analysis including from Overwatch Data's Al-
intelligence platform, outlines the evolving threat landscape, identifies key
vulnerabilities, and provides actionable strategies for mitigating these risks.

Key Findings

e States and cybercriminals are increasingly
exploiting GenAl to enhance their malicious
activities, from low-level criminals to
sophisticated state-sponsored actors.

¢ Financial services and e-commerce
companies are one of the primary targets of
GenAl-enabled attacks.

The financial sector faces four critical areas of
concern:

e Data Security: GenAl's ability to generate
synthetic data poses significant risks to the
integrity of financial information.

* Synthetic Identity Fraud: Advanced Al can
create highly convincing fake identities and
documents, challenging existing security
protocols.

e Market Manipulation: GenAl enables the
creation and dissemination of misinformation
at scale, threatening market stability.

¢ Deepfake-Enabled Fraud: As demonstrated
by recent incidents, deepfake technology
presents a new frontier in social engineering
attacks.

Recommendations

To address these evolving threats, financial

institutions must adopt a multi-pronged
approach:
¢ Implement robust authentication and

fraud detection systems:

o Advanced biometric verification (facial
recognition, fingerprint scans, voice
authentication)

o Machine learning-based fraud detection
for real-time analysis of transaction
patterns

o Continuous refinement of detection
models to account for new GenAl-
enabled tactics

e Develop Al-driven anomaly detection:

o Tools for detecting synthetic data,
deepfakes, and market manipulation
attempts

o Enhanced cybersecurity frameworks with
Al-driven detection systems
o Al-powered analysis of
documents and market data
* Invest in comprehensive employee training
and awareness programs:
o Regular cybersecurity
simulations
o Ongoing education on evolving threats
and defensive measures

financial

drills and




GenAl use by Threat

Actors

Adversaries are equipping themselves with GenAl
as a force multiplier in order to ramp up their
efforts to target the financial sector. From the
creation of indistinguishable synthetic identities
to the proliferation of deepfake videos capable of
manipulating markets, GenAl presents a complex
web of cyber threats that could outsmart those
who don't look to update their traditional security
defences.

Our research has identified financial services and
e-commerce companies as the primary targets of
GenAl-enabled attacks. Through monitoring
cybercriminal activity and communications, we
have discovered that the majority of discussions
regarding fraud methods and tutorials centre
around financial sector organisations. Figure 1.
illustrates a one month sample of such
communications demonstrating this finding from
August to September 2024,

This report is based on data collected since
January 2023.

This report leverages Overwatch Data's
Al-powered threat intelligence
platform to monitor and analyse data
from over 150,000 private Telegram
channels focused on illicit activities,
thousands of dark web marketplaces
and forums, and alternative social
platforms such as 4chan and 8kun. [1]

These digital spaces serve as primary
hubs where cyber threat actors discuss

and share the latest tools and
techniques for their operations.

Content iniillicit posts

Methods:
40.58%

Organisations
Impacted:
37.31%

Tools:
10.14%

13.43%

Telegram Channels:

Name of Organisation Referenced
Huntington Bank: 5.88% ...,

Steam: 5.88% Paypal:
17.65%
Ebay: 5.88%
Suntrust Bank: 5.88%
Amazon: 5.88% Wells Fargo:
17.66%
M&T: 11.76%
Home Depot:

11.76%

e Chage: 117G e e

Figure 1: Percentage breakdown of which organisations were explicitly mentioned as targets for financial fraud using
Al-powered authentication bypass or social engineering attacks between 10th August - 10th September 2024.




The Use of LLMs by Threat Actors

As the world celebrated the release of ChatGPT
3.5 in November 2022, the criminal world quickly
adapted the technology for malicious purposes. A
variety of Large Language Models (LLMs) have
since emerged specifically for nefarious use, see
Figure 2.

These models, often modified versions of
ChatGPT or Llama (Meta's Al chatbot), are fine-
tuned to develop malware, conduct phishing
attacks, and produce other types of malicious
content. These models are also used to enhance
existing malicious tools such as Telegram bots
which are integrated with Al tools. [2]

Many of these tools are available through
monthly subscriptions, ranging from USSIO to
USS100, across various platforms such as
Telegram, dark web forums, and self-managed
domains.

Initially, these criminal LLMs were designed to
assist low-level cybercriminals with simple,
routine tasks. Our analysis demonstrated that
following a surge of interest in late 2023 and early
2024, their popularity appeared to decline.

However, our research has shown that more
sophisticated threat actors are now adopting
GenAl for advanced operations. These actors are
leveraging LLMs for purposes beyond simple
social engineering tactics such as emails, calls,
and texts, moving towards more complex tools
like "information stealers."[3]

The use of GenAl extends beyond traditional
cybercriminal groups to include state-sponsored
actors. A notable example is a Russian state-
based criminal group known as TA547, or 'Scully
Spider,” which has ties to operations supporting
Russian forces in Ukraine. [4] This group has been
identified using LLM-generated PowerShell
scripts to load malware via phishing email
campaigns. A detailed case study on this group's
activities can be found in Appendix A.

Figure 2. Most popular Malicious
LLMs

WormGPT
DarkBard
XXXGPT

FraudGPT
EVilIGPT
WolfGPT
LOOPGPT
HackerGPT
JailbreakBot
DarkGemini
DarkJarvis
PoisonGPT

DARKGPT
BlackBox Al
EternaGPT
Abrax666
Demon GPT
RedReaper

Threat actors do not need specially designed
LLMs and malicious GenAl models to use their
powers for social engineering. OpenAl and Google
have reported how nation state threat actors
were caught using ChatGPT and Gemini platforms
as part of their operations. [5] These threat actors
were using ChatGPT and Gemini in similar ways to
other professionals - to research, translate, and
check their work. Figure 3 summarises the threat
actors and the ways in which they were using
OpenAl in their activities.




Figure 3. OpenAl research illustrating the use of OpenAl tools for
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nation state threat actors[6]
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Prompt Injections

Prompt injection is a sophisticated cyberattack
targeting large language models (LLMs), where
hackers disguise malicious inputs as legitimate
queries. This type of attack manipulates
generative Al systems to perform actions against
their design, such as leaking sensitive data,
spreading malware, or disseminating
misinformation. At its most fundamental level,
prompt injections can coerce Al chatbots like
ChatGPT to bypass in-built safety measures,
compelling them to output information they
normally wouldnt. A notable incident involved a
Stanford  student  successfully  prompting
Microsoft's Bing Chat to reveal details of its
programming, showcasing the potential simplicity
yet effectiveness of such attacks.[7]

The challenge of securing LLMs against prompt
injections is immense, as these attacks exploit the
very core functionality of generative Al systems:
responding to user prompts. The difficulty lies in
distinguishing between benign and malicious
commands without undermining the usability and
flexibility of these Al models.[8]

Production of Content for Fraud

Threat actors have also rapidly improved their
ability to produce content for fraud and scam
networks. A recent report by Netcraft found an
alarming surge in the use of GenAl to craft
deceptive content across fraudulent websites,
with a marked 3.95x increase in such sites utilising
Al-generated text from March to August 2024.

This escalation peaked in July, attributed to a
specific threat actor, with a significant 2.75x rise
noted in that month alone. [9]

The usage of GenAl is particularly prevalent in
creating convincing phishing emails, counterfeit
online shopping portals, unlicensed pharmacies,
and dubious investment schemes. The research
also sheds light on how these Al tools enhance
search engine optimisation (SEO) for these
malicious sites, significantly boosting their
visibility and potential victim reach.




Threats to the
FiInance Sector

The financial services industry is increasingly
vulnerable to threats stemming from the adoption
of GenAl. These threats exploit weaknesses in
data security, facilitate market manipulation and
fraud, and enable identity theft, often leveraging
sophisticated deepfake technology to deceive
employees and undermine financial integrity. As
GenAl enhances the effectiveness of such
malicious tactics, the risk of compromised
credentials and financial fraud will rise.

Threats to Data Security

Financial institutions rely heavily on vast amounts
of data for operations, customer transactions, and
decision-making, which makes them prime
targets for cybercriminals leveraging GenAl.
Using sophisticated Al tools, criminals can
generate synthetic identities and fake financial
documents that are difficult to distinguish from
genuine data.[10]

These capabilities enable them to bypass
traditional security measures, access sensitive
information, and conduct unauthorised
transactions, leading to significant data breaches
and the erosion of trust in financial systems.[ﬂ]

Furthermore, the creation of synthetic data and
realistic fake documents poses a challenge for
traditional fraud detection systems, which may
struggle to distinguish between legitimate and
fraudulent activities, exacerbating data security
risks. [12]

Detecting and mitigating synthetic data-based
fraud in the finance sector is fraught with
challenges, as traditional fraud detections
systems may not be equipped to recognise the
nuanced patterns of Al-generated data. This
difficulty is compounded by the rapid pace at
which GenAl technologies evolve, outstripping
the development of corresponding detection and
prevention mechanisms.

KEY TAKEAWAY

Adapting to this evolving landscape
requires a proactive approach,
incorporating advanced Al and
machine learning tools into security
protocols, and fostering

collaboration between regulatory
authorities, technology providers,
and financial institutions to develop
more robust frameworks for
safeguarding against these types of
threats.




Manipulation of Financial Markets

Al has transformed financial market manipulation,
making deceptive tactics more sophisticated and
difficult to detect. GenAl poses a further risk to
the integrity of financial markets by enabling the
creation of realistic yet fraudulent data. [13]

Traditional schemes like ‘pump-and-dump’ now
leverage Al-driven trading algorithms to artificially
inflate stock prices before orchestrators sell off
their holdings. Similarly, ‘spoofing’ - where large
orders are placed and then cancelled to create an
illusion of demand - has become more precise
with Al-powered automation. [14]

Sophisticated algorithms can produce counterfeit
earnings reports, financial statements, and even
entire financial histories for non-existent
companies. These deceptive documents can be
used to manipulate market perceptions and
valuations, resulting in unjustified stock price
movements and market instability. [15]

Beyond fabricated documents, GenAl can
generate synthetic news, rumours, or social
media posts designed to influence stock prices or
trading volumes.

The rapid spread of such disinformation through
digital channels can amplify its impact, causing
unwarranted market reactions and undermining
investor confidence and market stability.

KEY TAKEAWAY

As financial markets increasingly
integrate technology into their
operations, the potential for such
manipulations necessitates

advanced surveillance and
regulatory measures to detect and
mitigate the impact of GenAl-
generated disinformation,
safeguarding market integrity and
protecting investors.

The impact of Al-driven manipulation is
increasingly evident, particularly in
cryptocurrency markets, where studies show
price distortions reaching 65% due to algorithmic
manipulation. Regulators, including the US
Securities and Exchange Commission (SEC), have
noted a rise in Al-enabled fraudulent activities.[16]
A striking example occurred in 2023, when an Al-
generated image of an explosion near the
Pentagon briefly triggered a stock market
downturn before being debunked.[17]




KEY TAKEAWAY

This evolution in GenAl-driven fraud
will necessitate a corresponding
evolution in cybersecurity measures,
with a focus on developing more

advanced, Al-powered detections
systems and embracing a multi-
layered approach to security that
can adapt to the continually evolving
tactics of criminals.

Fraud and Identity Theft

While fraud and identity theft have long been
concerns for the financial sector, the rise of GenAl
has significantly amplified these risks. GenAl's
ability to create highly convincing counterfeit
documents, including government-issued IDs,
utility bills, and bank statements, empowers
criminals to carry out a wide range of fraudulent
activities.[18]

These  synthetic identities are  almost
indistinguishable from real ones, allowing bad
actors to open fraudulent accounts, apply for
loans, and commit other forms of financial fraud.

The sophistication of these forgeries makes them
particularly challenging to detect, increasing the
difficulty of preventing such crimes and
potentially leading to financial losses and
reputational damage for financial institutions.[19]

We discovered that image or document related GenAl has been the most popular among
financially motivated criminals looking to create fake documents and bypass controls.

Tools such as Room, OnlyFake, XpressionCam, DeepFacelLab, DeepNude, OnlyFakes, FaceSwap,
Avatarify, Reflect.tech, Reface and MrDeepFakes are widely promoted on the deep and dark

web.

Their primary purpose is to create and manipulate images for faces on IDs, documents, and
‘selfie’ based verification steps which is completed in conjunction with tools such as OBS Studio,
SPlitCam and ManyCam to manipulate the on-device camera.

This image shows the prevalence of discourse on illicit Telegram channels about image generation
tools and document creation services




Deepfakes & Fraudulent
Transactions

Deepfake technology, which leverages advanced
Al algorithms to create realistic audio and video
forgeries, presents a growing threat to the
financial sector. Criminals exploit deepfakes to
manipulate stock prices through fabricated news,
falsify communications in high-stakes financial
transactions, and deceive institutions into
authorising fraudulent activities.

As GenAl powered voice cloning and synthetic
video creation improve, these forgeries become
increasingly difficult to identify, making them a
potent tool for financial fraud. One emerging
application is the use of deepfakes to bypass
Know Your Customer (KYC) protocols. Fraudsters
can generate hyper-realistic video footage and
voice recording to impersonate legitimate
customers during identity verification processes,
tricking automated KYC systems and human
reviewers alike. This allows them to open
fraudulent accounts, launder money, or gain
access to financial services under stolen or
synthetic identities. For an explanation of the full
KYC process see Appendix B.

Deepfakes can be weaponised to mimic
executives or authorised personnel, facilitating
unauthorised access to sensitive transactions and
confidential financial data. As financial institutions
integrate more digital and remote verification
methods, the risk posted by these methods will
only escalate.

KEY TAKEAWAY

Updating authentication and fraud
prevention systems, combined with
ongoing employee training to

recognise and respond to potential
deepfake fraud attempts, form part

of a more robust approach to
safeguarding financial transactions.
Collaboration between the industry
and the regulatory bodies to share
knowledge and best practice is
essential for attempting to stay
ahead of criminal activity in this area.l?"

2024 - Year of the Deepfake

February - Hong Kong

A finance worker was tricked into sending US$25
million to criminals who wused deepfake
technology to pose as the company's chief
financial officer. By manipulating audio and visual
content, the criminals managed to create
deepfake impersonations of colleagues that the
worker recognised on a video call. He felt
comfortable remitting HK$200 million to what
turned out to be the criminals. [211 This form of
attack can be particularly insidious as it exploits
the human tendency to trust familiar faces and
voices, thereby bypassing traditional security
measures that rely on human verification.

April - India

India’s National Stock Exchange (NSE) alerted
investors to deepfake videos falsely depicting its
Managing Director and CEO, providing stock
recommendations. These videos were crafted
using advanced technology to mimic the CEO's
voice and facial expressions, misleading viewers
into believing they were authentic advisories from
the NSE.[22]
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The exchange emphasised that its officials are
not authorised to recommend or trade in any
stocks and urged investors to rely solely on
information from NSE's official channels.
Following this, the Bombay Stock Exchange (BSE)
also cautioned investors about similar deepfake
videos featuring its CEO, underscoring the
growing concerns over the use of sophisticated
technologies to disseminate false financial
information.[23]

May - United Kingdom

Mark Read, CEO of WPP, the world's largest
advertising firm, was targeted in a sophisticated
deepfake scam. Cybercriminals used Al to create
a convincing voice clone of Read, which was
employed during a fraudulent Microsoft Teams
meeting, attempting to deceive employees and
clients into transferring funds and disclosing
sensitive information.[24] While WPP detected the
fraudulent activity before any financial losses
occurred, the incident highlighted the increasing
sophistication of deepfakes and the challenges
organisations face in verifying communications.

August - Ireland

A deepfake video surfaced on social media
platforms featuring a digitally altered version of
RTE's Six One News anchor, Sharon Tobin,
promoting a fraudulent investment scheme. The
Al-generated clip mimicked Tobin's appearance
and voice, set against an RTE newsroom
backdrop, and falsely claimed endorsements
from Taoiseach Simon Harris and Elon Musk. RTE
responded by expressing its intent to pursue
action against the platforms hosting the
deceptive content. While specific financial losses
directly linked to the deepfake were not detailed,
the incident occurred amid a broader context of
rising investment fraud in Ireland.[25]

December - Indonesia

A prominent Indonesian financial institution
reported a deepfake fraud incident within its
mobile application. Fraudsters employed Al-
generated deepfake images to bypass the banks
digital KYC process, successfully creating over
1100 fraudulent accounts. These attackers
utilised advanced techniques, including app
cloning and virtual camera allocations, to

circumvent biometric security measures such as
facial recognition and liveness detection. The
potential financial impact has been estimated at
reaching as much as US$138.5 million.[26]

11



Mitigation
Strategies

To address the evolving threats posed by GenAl
technologies and applications, financial
institutions must adopt a multi-pronged approach
to mitigation that encompasses robust
authentication, Al-driven detection, employee
training, and proactive strategies to enhance the
cybersecurity posture of financial institutions. As
GenAl technologies enable more sophisticated
criminal methods, resilient strategies will be
necessary to protect against these advanced
threats.

Robust Authentication and Fraud
Detection Systems

Advanced Biometric Verification

Implement advanced biometric verification
processes, including facial recognition, fingerprint
scans, and voice authentication, to enhance user
verification and reduce the risk of synthetic
identity fraud. These methods provide additional
layers of security that are more resistant to
manipulation by GenAl-enabled synthetic
identities.

Machine Learning-Based Fraud Detection
Deploy Al-driven systems capable of analysing
transaction data in real-time to detect unusual
patterns indicative of fraudulent activities. These
systems should be capable of learning from vast
datasets and continuously improving their
accuracy in identifying potential threats.

Continuous Model Refinement

Regularly update and refine fraud detection
models to account for new GenAl-enabled
tactics. This ongoing refinement ensures that
detection systems stay ahead of evolving threats
and can effectively respond to novel attack
vectors.

Al-Driven Anomaly Detection

Synthetic Data and Deepfake Detection

Utilise Al-based tools [27] designed to analyse
large volumes of data, identifying discrepancies
that deviate from established patterns of normal
behaviour. These tools are essential for detecting
synthetic data and deepfake content, which are
increasingly used in sophisticated fraud schemes.

Enhanced Cybersecurity Frameworks
Incorporate Al-driven detection systems into the
broader cybersecurity framework to improve
overall resilience against GenAl-enabled cyber-
attacks. These systems can quickly identify and
respond to anomalies, helping to prevent
breaches before they cause significant damage.

Document and Market Data Analysis

Implement Al-driven analysis of financial
documents and market data to flag potential
manipulations. By monitoring for signs of
fabricated or altered information, institutions can
better protect themselves against market
manipulation and other financial frauds.

12



Employee Training and Awareness
Programs

Comprehensive and Continuous Training and
Development

Develop and implement comprehensive training
programs focused on recognising and responding
to GenAl-enabled threats. These programs
should cover the latest trends, common attack
vectors, and best practices for prevention and
response. Provide ongoing education

opportunities to ensure that staff remain updated
on evolving threats and defensive measures.

Regular Simulations and Drills

Conduct regular cybersecurity drills and
simulations to test and improve staff readiness in
responding to GenAl-enabled attacks. These
exercises help employees practice identifying and
mitigating threats in real-world scenarios.

13



Conclusion

The integration of GenAl in the financial sector represents a pivotal moment,
offering unprecedented opportunities for innovation while simultaneously

presenting significant risks.

Our research has uncovered three key trends:

1). The democratisation of sophisticated cyber
threats through GenAl, enabling low-level
criminals to upskill rapidly.

2). The adoption of these advanced tools by
state sponsored organised cybercrime groups
and state actors to enhance their capabilities.

3). The financial sector is one of the primary
targets of malicious GenAl.

In this rapidly evolving landscape, the financial
sector faces an array of complex challenges that
demand constant vigilance and adaptive
strategies. The pace of GenAl advancement
necessitates a proactive approach that
anticipates future threats while addressing
current vulnerabilities.

Key areas of concern for the industry:

e Data Security: GenAl's ability to generate
synthetic data poses significant risks to the
integrity and security of financial information,
potentially compromising sensitive customer
and institutional data.

¢ Synthetic Identity Fraud: GenAl's capacity
to create convincing fake identities and
documents poses a complex challenge to
existing security protocols.

e Market Manipulation: The potential for
GenAl to generate and disseminate
misinformation at scale threatens market
stability and investor confidence.

¢ Deepfake-Enabled Fraud: As evidenced by
the range of incidents in 2024, deepfake
technology presents a new frontier in social
engineering attacks.

While these challenges are formidable, by taking
proactive measures, embracing innovation, and
maintaining unwavering vigilance, the financial
sector can harness the power of GenAl while
mitigating its risks.

This approach will not only safeguard assets and
maintain customer trust but also position
forward-thinking institutions at the forefront of
the Al-driven financial future.
The path ahead requires commitment,
adaptability, and strategic foresight.

As the GenAl landscape continues to evolve, so
too must our strategies and defences. Regular
reassessment of the threat landscape and
continuous refinement of security measures will
be crucial.

It will only be through a combination of advanced
technological defences, proactive detection
strategies, and significant employee training that
the financial sector will create a resilient
framework for mitigating the risks associated with
GenAl and safeguard the integrity of the financial
sector.[28]
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Appendix A

Case Study: The use of GenAl by Russian state-sponsored criminal
group ‘Sully Spider’ (TA547)

The Attack

TA547 has been identified using LLM generated PowerShell scripts to load Rhadamanthys Malware from
their phishing email campaigns. Discovered by Proofpoint, emails impersonate a German retail company
and deliver a malicious zipped LNK file.[29]

The LNK file triggers the PowerShell script that decodes and loads Rhadamanthys malware into memory.
The comments in the PowerShell file contain the wordy comment characteristics of LLM generated code.
This indicates TA547 and threat actors are using LLMs to write or at least edit their software and LLMs
are being used for coding in languages beyond the more standard Python and JavaScript.

# Assuming the Base64 string is directly encoded without UTF-16LE
$baseb64EncodedExe = " [base64]" # Replace with your actual Base64 string

# Directly convert from Base64 to bytes
$decodedBytes = [System.Convert]::FromBase64String($base64EncodedExe)

# Use the correct overload of Assembly.Load that accepts a byte array
$assembly = [System.Reflection.Assembly]::Load($decodedBytes)

# Invoke the assembly's entry point. This assumes no arguments are needed for the entry method.
if (%assembly.EntryPoint -ne $null -and $assembly.EntryPoint.GetParameters().Count -eq @) {

| | $assembly.EntryPoint.Invoke($null, $null)

} elseif ($assembly.EntryPoint -ne $null) {

| | $assembly.EntryPoint.Invoke($null, [object[]] @([string[]] @()))

} else {

| | Write-Host "Assembly entry point not found or cannot be invoked directly."

}

The Attacker

TA547 is a financially motivated group or “Initial Access Broker" that has been active since 2017. They are
globally active but have recently targeted the US, Germany, Spain, Austria and Switzerland. They often
use phishing emails for initial access to deliver malicious zipped JavaScript and LNKs. Notably Remote
Access Trojans, Info Stealers e.g. Lumma Stealer, Zloader, and Rhadamanthys more recently.

15



Our experiments on the PowerShell script

We have not seen other analysts specify which script this could be, but from our tests we found
that ChatGPT does not have limitations that would prevent it being used to adjust this code. In
our prompt we ask it to change the comments in an example of a simple signature evasion.

Experiment with Open Al Experiment with Claude

A simple test with ChatGPT shows that off the A test illustrates that off the shelf Claude edit
shelf GPT4 edit makes variants of this script. makes variants of this script.

For traditional code signatures and detection

tools, using LLM generated variants could

help evade detection.

b You e explain and vpdate the comments in this powershell code to be more specific """ #

Asguming the Basedd st ectly encoded without UTF-14LE SbaseddEncodedExe
[basat4]" # Replace with y hatiual Basetd string # Direct
s $decodedBytes = [System.Convertl=FromBases4String|Sbases9EncodedExe] # Use

cepts a byte array Sassembly

explain and update the comments in this powershell code to be more specific
wrt from Basesd to

# Assuming the BaseB4 string is directly encoded without UTF-16LE By
v cor . F Ass 5 t
Sbase4Encoded Exe = [base6a]” ¥ Replace with your actual BaseB4 string ihe corrsot svariead sFAseamilyLoad th

[System.Reflecticn Assembly|=Load($decodedBytes] & Invoke the assembly's

# Directly convert from Base64 to bytes This assurmas ne argumants are neaded for the entry mathod. If (Sassembly EntryPeint -ne

\ Al ~and Sassembly EntryPoint.GetParameters(|.Count ~eq 0)
SdecodedBytes = [System Convertl-FromBase645String(SbaseS4EncodedExe) T T S R A T I S R T

f [ Sassembly EntryPaint -ne Snudl) {
ringll] @
"Assembly entry point not found or cannot b involed directly.”

Sassembly EntryPointlnvoke| Snull, Snull) } els

Yelse { Write-Host

woke| Snull, [object|

Sassembly.EntryPoint.

# Use the correct overioad of AssemblyLoad that aceepts a byte array
Sassembly = [Systerm.Reflection AssemblyHLoad($decodedBytes)

# Invoke the assembly’s entry point. This assumes no arguments ane needed for the entry method. Certalnly! Here's the updated code with more specific comments:
OCount -eq O} {

if ($assembly EntryPoint -ne $null -and Sassembly EntryPointGetParar
fassembly EntryPoint.InvokedSnull, $null)
Falseil (Sassombhy EntryPoint -ne $Saull) {

$assembly EntryPoint.invoke{$null, [object]] @{[string(l] &00)

Jadse {
Write-Host "Assembly entry point not found or cannol be invoked directiy,”

§O) chageT
This PowerShell script snippet is designed to load and execute & NET assembly directly from a
Basafd-encoded string. Below are the updated commants with mone specificity for clarity and

understanding:

Here's the breakdowm of the updated comm.

s assumed to be directly encoded

L. The first comment explains that the Baset4 string

without UTF-16LE encodi

* with your actual Baset4

2. The second nstructs you to replace

array using the | t]::Fr

4. The fourth comment explains that the [Systes. Reflect

method is used to load the assembly from the decoded byte array.

5. The fifth and siah comments explain the conditions under which the assembly's

entry point is invoked:

#  Ifthe entry point exisis and has no parameters, it ks invoked with $null asthe

ATEUMENLE,

» Ifthe entry polnt exists and has parameters, it is invoked with a string array as

the arguments.

mment explains that if the asser entry point ks not found or cannot

be invoked directly, a message s printed ot &
These updated comments provide more detail about what each part of the script does, including These updated comments should p de more specific and helpiul information about
assumptions (like the Base4 encoding methoed) and the behavier when invoking the assembly’s entry the purpose and functionality of the PowerShell code

point.
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Appendix B

Detailed Process of a Know Your Customer (KYC) Bypass

1.Acquisition of Personal Identifiable
Information (PII):

o Attackers acquire PII ("fullz") via phishing,
breaches, or dark web purchases. This
includes government IDs, utility bills, and
other documents essential for creating
synthetic identities.

2.Creation or Purchase of Synthetic Media:

o Photo Manipulation: Tools like Photoshop
and OnlyFakes are used to modify or
forge photo IDs.

o Deepfake Generation: Software such as
Roop, XpressionCam, and DeepFacelLab
generates "live selfies," mimicking
individuals in real-time.

3.Setup of Virtual Environments:

o Device Emulation: Fraudsters use Android
Virtual Devices (AVDs) with Windows
Subsystem for Android (WSA) to simulate

physical devices and mask their identities.

o Camera Spoofing: Tools like OBS Studio,
ManyCam, and VcamPro redirect
manipulated video feeds for submission
to KYC systems.

4.Execution of Bypass:

o Fraudsters submit fake documents and
deepfake selfies via spoofed camera
feeds.

o Camera overlays and liveness spoofing
tricks bypass biometric verifications.

1. OBTAIN TARGET PIl (“"FULLZ")
Attackers obtain the target’s PIl via
traditional and Al assisted phishing.
data breach, account purchase, etc.
This may include obtaining a valid copy
of phota 1D.

2. USE TEMPLATES OR GENAI TO
CREATE PHOTO ID

Attackers use the gathered PIl and
photoe manipulation tools to create
photeo 1D for the vietim (if not already
obtained).

3. USE GENAI TOOLS TO CREATE
SELFIE

1. Select an image matching photo 1D for

the selfie
2. Use GenAl tocls (Roop, XpressionCam,
etc.) to create video of “live selfie”

4. REGISTER NEW ACCOUNT

Attackers use the gathered Pl to open
@ new account on the desired
platform, providing the photo 1D

5. USE CAMERA OVERLAY TO SUBMIT
SELFIE VIDEO

Attackers use camera overlay tools to
submit the generated “live selfie”
video for verification

6. CASHOUT

MNow the attacker needs 10 transfer
moeney to the newly verified account to
exfiltrate $$ from alternate stolen
accounts - they may also apply for
loans or conduct alt. fraud schemes

5. Monetisation:

o Verified accounts are used to launder
money, obtain loans, or sell in fraud
marketplaces. Accounts verified with
synthetic identities often become assets
for further illicit activities.




Demonstration of Tools:

Videos on fraud forums and Telegram channels
show fraudsters using tools like Roop and
XpressionCam to generate live deepfake selfies
during account registration.

Wie've successfully
verified your ID &
facial scan

Telegram user @FluxFury markets a KYC bypass
kit, including PIl and tools such as VcamPro,
accompanied by tutorial videos. [30]

) App alterna

C From The P

3. All The Links In The Method Are Updated

1. More Videos added To Make The Process Easier E ’

Market Presence:

Dark web advertisements for VcamPro and Roop
highlight their capabilities in live selfie verification
bypass, with links to GitHub repositories for tool
downloads.




Notes

[1] To efficiently process the vast quantities of data, we employed a multi-faceted approach combining keyword
searches, topic modelling, and Overwatch's proprietary Al agents. These agents categorised and clustered the
most relevant information related to threat actors' use of generative Al. Our system leveraged multi-lingual
semantic systems and Large Language Models to overcome language barriers, ensuring comprehensive coverage
across various linguistic contexts.

The initial Al-driven categorisations were subsequently validated by human expert investigators to ensure accuracy
and relevance. This combination of advanced Al technology and human expertise allowed us to identify and analyse
emerging trends in how threat actors are leveraging generative Al to target the financial sector.

While our methodology provides extensive coverage, it's important to note potential limitations, such as the
dynamic nature of online platforms and the possibility of missing data from highly encrypted or exclusive forums.
Ethical considerations, including privacy concerns, were addressed by focusing on aggregated trends rather than
individual identities.

The resulting dataset formed the basis for our analysis of threat actor behaviours, tools, and techniques related to
generative Al in the context of risks to the financial sector.

[2] A Telegram Bot is a programme that behaves like a normal chat partner with additional functions. It performs
predefined tasks independently and without the user’s involvement. The term bot is derived from the term for
robot.

[3] An information stealer is designed to collection information from a system. Most commonly this information will
be login information, like usernames and passwords, which it will then send to another system, but it can also be
used to log keystrokes from a device.

[4] https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-110a

[5] https://openai.com/index/disrupting-malicious-uses-of-ai-by-state-affiliated-threat-actors/ &
https://cloud.google.com/blog/topics/threat-intelligence/adversarial-misuse-generative-ai

[6] Ibid.

[7] https://www.ibm.com/topics/prompt-injection

[8] Efforts to catalog and address these vulnerabilities are underway, with organisations like MITRE ATLAS™
categorising Al security threats to promote safer Al deployment. Notable instances of vulnerabilities include the
ChatGPT Plugin Privacy Leak, where attackers could hijack chat sessions; PoisonGPT, which involved distributing a
modified LLM that propagated false information; and MathGPT Code Execution, where an attacker could
manipulate the model to access sensitive system data or incur unauthorised charges, showcasing a critical need for
ongoing vigilance and innovation in Al security practices.

[9] https://www.netcraft.com/blog/lims-fueling-gen-ai-criminal-revolution/t

[10] https://www.elibrary.imf.org/view/journals/063/2023/006/article-A001-en.xmlt

[11] https://www.cl.cam.ac.uk/~fms27/papers/2015-BonneauHerOorSta-passwords--author.pdf
[12] https://www.mdpi.com/2673-2688/5/2/35
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https://www.elibrary.imf.org/view/journals/063/2023/006/article-A001-en.xml
https://www.cl.cam.ac.uk/~fms27/papers/2015-BonneauHerOorSta-passwords--author.pdf
https://www.mdpi.com/2673-2688/5/2/35
https://cloud.google.com/blog/topics/threat-intelligence/adversarial-misuse-generative-ai

Notes

[13] https://www.imf.org/en/Publications/fintech-notes/Issues/2023/08/18/Generative-Artificial-Intelligence-in-
Finance-Risk-Considerations-537570

[14] https://alphaarchitect.com/2023/09/a-new-wolf-in-town-pump-and-dump-manipulation-in-cryptocurrency-
markets/

[15] https://www.researchgate.net/publication/369939691 Fraud_Detection_in_Banking_Transactions_Using_Machi
ne_Learning

[16] https://www.finra.org/rules-guidance/key-topics/fintech/report/artificial-intelligence-in-the-securities-
industry/ai-apps-in-the-industry

[17] https://www.nytimes.com/2023/05/23/business/ai-picture-stock-market.html

[18] https://www.marketplace.org/2024/01/24/generative-ai-identity-fraud/

[19] https://www.researchgate.net/publication/379957258 Detection_of Credit_Card_Fraud_Using_Random_Forest
Classification_Model

[20]https://www.mdpi.com/2076-3417/13/10/5875

[21] https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html

[22]https://www.thehindu.com/business/markets/nse-cautions-against-deepfake-videos-of-its-
chief-recommending-stocks/article68051797.ece

[23]https://www.reuters.com/world/india/after-nse-bse-cautions-investors-ceos-deepfake-
videos-2024-04-18/

[24]https://www.ft.com/content/308c42af-2bf8-47e4-a360-517d5391b0b0

[25]https://oecd.ai/en/incidents/100959

[26]https://www.forbes.com/sites/daveywinder/2024/12/04/ai-bypasses-biometric-security-in-1385-million-
financial-fraud-risk/

[27]https://www.sipa.columbia.edu/sites/default/files/2023-05/For%20Publication BOfA_PollardCartier.pdf

[28]/Ibid.

[29]https://www.proofpoint.com/us/blog/threat-insight/security-brief-ta547-targets-german-organizations-
rhadamanthys-stealer

[30]https://www.youtube.com/watch?v=2UdV9VdHjiA
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